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Abstract

Social networking sites have emerged as significant sources of
internet traffic, capturing the attention of scholars across various
disciplines. In the realm of information security, the discourse
surrounding security and privacy on these platforms has gained
substantial prominence. However, there has been a dearth of
comprehensive reviews encompassing the current state of research and
providing valuable insights into previous findings. This study aims to

address this gap by conducting a systematic literature review to examine
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the primary factors that influence users in their utilization or modification
of security and privacy settings in social networking sites. The research
data comprises 38 articles published between 2012 and 2022, sourced
from diverse research databases including Mendeley, Google Scholar,
and ScienceDirect. The analysis and synthesis of the field's status were
performed using the Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA 2020) guidelines. The findings reveal that
users' decisions to modify their security and privacy settings are
predominantly influenced by factors such as concerns about information
privacy, perceived awareness, trust, perceived severity of attacks,
vulnerability, and perceived fear. The study also discusses the limitations
encountered during the research process and proposes potential avenues

for future investigation

Keywords: Security and Privacy Protection Measure, SNS,

Systematic, Literature Review.
Introduction

The first generation of internet services for websites was Web 1.0
which is read — only web or static web sites and personal sites, the second
is Web 2.0 referred participative social web or read — write web is the era
(2000 and continues even now) the growth of social networking sites has
been phenomenal, with Facebook, TikTok, Twitter and others emerging
as prominent examples. The third generation of internet services for
websites and applications is Web 3.0 that will focus on using a machine-
based understanding of data to provide a data-driven and Semantic Web,

this generation refers read, write and execute web. The social media has
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been changed the way people communicate previous and make it easy
people to communicate each other. According to some study(key,) as of
January 2014, 74% of users who have access to the internet are also
members of some OSNs. As a result, OSNs have become a part of
peoples’ daily life and a promising mechanism for people to connect to
and interact with friends, colleagues and relatives [Pagoto etal.,2014]
OSNs can even help users to reconnect with old friends who have long
been lost in contact. A study conducted by (Ansari & Khan, 2020) more
than two to third of social media users reported having one or more social

networking site accounts.

Social networking websites have become platforms for
cybercriminals for cybercrime; cybercriminals exploit sensitive and
personal information through social engineering and reverse social
engineering. It is usual for the users of social websites to share
information; however, they lose privacy, while sharing information with
strangers, they can fall in honey trap made by them. Privacy has become
an 1mportant concern in online social networking sites. Users are
unaware of the privacy risks involved when they share their sensitive
information on the social network sites(Bender et al., 2017; Fire et al.,

2014).

The default settings share everything, users have to change their
default privacy setting options to make their accounts and personal
information more secure. Security attacks continue to be a major concern
of all users. How to keep social networking sites more secure and more

private are the challenges that have been concern for every user.
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For many users of online social networking websites, there are two
ways for them to protect their data. The first, of course, is to refrain from
making the item available online. This is not a viable option, given that
the purpose of online social networks (OSN) is to share information and
communicate with others. The second option is to use the privacy
controls provided to manage who can see which items. While the second
option appears viable, both formal studies and anecdotal evidence
suggest that configuring privacy policies and managing access control
policies is a difficult task for most users(Madejski et al., 2012). It is
difficult for social networking sites and users to make and adjust privacy
setting to protect privacy without practical and effective way to identify
measure and evaluate privacy. Maximum numbers of users are not aware
of the security risk associated whenever they shared sensitive data on the
social sites, so that privacy concern will be raised among those online
communications if their personal data has been shared to other users. The
users should be aware of their privacy quotient and should know where
they stand in the privacy measuring scale. Unfortunately, many users are
not aware of this and become victim of privacy and identity breach

(Roshan Jabee, M. A. Alam, 2016).

The literature is filled with studies on information sharing, privacy
paradox and self-disclosure(Hazari & Brown, 2013; Kante & Michel,
2023) but little attention 1s devoted to explain the Security and Privacy
Protection Measure Use in SNSs. The users’ situation due to privacy
concerns is utmost challenge for their trust of social media platform but
the users still use social media despite their concerns over. In addition, a

systematic review of previous studies is needed to synthesize previous
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findings, identify gaps that need more research, and provide opportunities
for further research. The aim of this study is to explore the current
literature in order to understand security and privacy measure in social
networking sites. In order to achieve effective results in a clear and
understandable manner, two research questions were proposed as shown

below.

(1) What are the key factors that effects users to change their security

and privacy settings on social networking sites?

(2) What were the major theories adopted in previous studies on

security and privacy protection measure use in SNSs?
Method

The aim of this study is to perform a systematic literature review for
identifying the key factors that effects users to change their security and
privacy settings on social networking sites and theories adopted by each
paper. The research employed the PRISMA method to ensure that a
rigorous and efficient review process was done, we have followed the
guidelines of the updated Preferred Reporting Items for Systematic
reviews and Meta-Analyses (PRISMA) 2020 statement (Page et al.,
2021) to conduct this study. The PRISMA 2020 for Abstracts and items
Checklist can be found in the appendix of this paper. The PRISMA
guidelines have been largely used and endorsed, as evidenced by its co-
publication in multiple journals, citation in more than 60,000 reports with
endorsement from almost 200 journals and systematic review
organizations, and adoption in various disciplines as well(Page et al.,

2021). The below figure is the PRISMA flow chart.
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Research questions

In this study, the researchers aimed to answer the following research

questions:

Tablel. Research questions

SLR research question

Rational and motivation

RQ2. What are the key factors that effects
users to change their security and
privacy settings on social networking

sites?

This question aims to identify the factors
that influencing wusers to modify their
security and privacy settings in social
networking sites. This will increase to focus
of each social media of security and privacy

options or protection measure.
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‘ SLR research question Rational and motivation

RQ1. What were the major theories adopted | The answer of this question will allow us to
in previous studies on security and | detect what kind of theories used in the
privacy protection measure use in | previous studies. These theories provide a
SNSs? theoretical foundation of the student privacy

protection behavioral in social networking

sites(SNSs)

Data source

The researchers developed search strategy and tailored to eight large
databases: ACM Digital Library, EBSCO, Google scholar, Science
Direct, Springer Link, IEEE Xplore, IGI Global, Web of Science,
PsycINFO and Scopus and the search items used were the following:
security and privacy settings in social media all searches spanned from

databases inception until 2023.
Quality assessment

For maintaining the quality of the review all duplications were
checked thoroughly. Abstract of the articles were checked deeply for the
analysis and purification of the articles to ensure the quality and

relevance of academic literature included in review process.
Data extraction

Once the researchers assessed the quality of the data, data was
manually extracted from the research papers as the table below shows.

List of Data Extraction Template
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1. Author

2. Title

3. Year publication

4. Reference

5. Study research area

6. Methodology [ Case study, Survey, Systematic literature review]

7. Research objectives / purpose

8. Country

9. Sample size

10. Type of sample

11. Data analysis [Qualitative, Quantitative, Mixed and Thematic
analysis]

12. Data collection [ interview, questionnaire, focus group,
observation and discussion etc]

13. Study results and conclusion

14. Type of article [Journal, conference, technical report]

15. Key factors that influence users to change security and privacy
settings on social networking sites

16. Theory adapted in each study

Tools and Analysis

The researchers used Mendeley desktop and MS Excel spreadsheet as

a tool for data management and data analysis. Mendeley permits storing

papers and managing them appropriately by providing tools to tag,
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classify, and reference papers using various attributes. Moreover, the
item extracted were stored and used to clean the data and make
descriptive statistics using Microsoft Office Excel. The current study
reviewed 35 research papers. The selection process has been summarized
in the figure 2. To identify literature pertinent to security and privacy
settings on social networking sites. For article to be included in our
systematic review, it must have a focus on privacy measures on social
media. The databases and search engines we found 582 records; 91
records were eliminating as they were not related to our searching
keywords special in the titles and abstracts. The full text of the remaining
491 were carefully screened and 285 were excluded, as they did not meet
the selection criteria. Other records were included by the looking the
following criteria Study does not address primary endpoint (n=100), Full
texts cannot be accessed (n=50), Report, Review, Systematic review and

meta-analysis (n=38)

Fig2. Flow diagram search
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Selection criteria

This systematic review was conducted by following the reporting
checklist of the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA; Liberati et al. 2009). The purpose of the study
was undertaken a comprehensive literature search to identify security and
privacy settings in social networking sites and included all the papers
published in English only and papers published until June 2023. All The
selection criteria were based on the PRISMA statement(Rethlefsen et al.,
2021). The search mainly focused on the mapping existing literature on
security and privacy settings in social networking sites in the field of
general Information System, Computer Science, Computer Applications,
Computer Vision and Pattern Recognition, Computer Networks and
Communications, Human — Computer Interaction. The search then
narrowed to the subject areas to information security, Computer
Networks and Communications, cybersecurity, security and privacy. The

last search was run on 2st July 2023.

The title, abstract, keywords, authors' names and affiliations, journal
name, and year of publication of the identified records were exported to
an MS Excel spreadsheet. The researchers screened the titles and abstract
of the records and discarded the papers like systematic review, research
reports and meta — analysis and included journals articles such as
empirical, descriptive and conceptual papers. The search span was from
year 2012 - 2023. All articles before 2012 were excluded from search.
The researchers were focused the content of each study using three

selection criteria: (1) focus on security and privacy settings or options;(2)
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an investigation of the context of social networking sites, social media or
online social networks; (3) and a qualification an empirical study. After

applying these criteria, a total of.

The researchers investigated the reference lists of all received articles
to identify any additional studies that was not included our database
search. In total, the researcher observed the 41 published across 40
academic journals and 2 unpublished manuscripts on security and privacy
measure in social networking sites from 2010 to July 2023 inclusive with
in the sample, there were 38 quantitative research papers, and 2
qualitative papers. In analyzing the trends in these publications, we can
see that 2018 was the most published quantitative research papers related

to the security and privacy concern on social media.
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Fig3. Security and privacy measure publications by year and study type

Since 2010, studies on security and privacy measure in social
networking sites has increasingly been published in the high impact
factor journals, including Computers in Human Behavior, Behaviour &

Information Technology, Computers & Security, and new media &
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society. The below the table indicates the number of journals that at least

published two to more articles.

Table 2. Journals at least 2 to more articles

Journal No of Impact Source
articles factor
Computers in Human Behavior 7 9.9 Elsevier Ltd
Behaviour & Information Technology 4 0.6 Taylor & Francis
Computers & Security 3 5.6 Elsevier Ltd
new media & society 3 5.0 Sage Journals
Social Media + Society 2 2.04 Sage Journals

Results

The current study reviewed and analyzed the 35 studies to answer our
research questions which are: (1) What are the key factors that effects
users to change their security and privacy settings on social networking
sites? (2) What are the theoretical and empirical studies, have effect
actual use of security and privacy protection measures on social

networking sites and what are the most accepted ones theoretically?

Q1. What are the most factors that influence users to use security
and privacy protection measure in social networking sites

through theoretical and empirical studies?

Although a long range of benefits that can be obtained from using
social networking sites but many individuals have privacy concerns.

Report according to academic experts, professional and social media
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providers related to security and privacy on social media almost 75%
concern information privacy are important factors in their decision to
change their settings on social networking sites. Fear appeal, self-
efficacy, fear, and response efficacy were found to have a positive impact
on users' adoption of privacy security measures(Zhu et al., 2020). Dhami
et al.( 2013)found that privacy concerns, such as security and trust, have
a positive effect on information sharing. Salleh et al.(2013) also found
that trust on social networking sites and perceived benefits influenced
information disclosure behavior. However, perceived privacy risk did not
have a significant impact on self-disclosure. Shin (2010)found that
perceived security and privacy were distinct constructs that influenced
users' trust and intention to use social networking sites. Gupta & Dhami
(2015) also found that users' behavioral intention to share information on
social networking sites was influenced by their perceptions of security,
trust, and privacy. Hoffmann (2012)found that users who believed
security was important were more likely to change their security settings,
and users who set their privacy to a custom setting were less likely to
receive an attack on their profile. Barrett-Maitland et al. (2016)found that
privacy and security controls were fundamental values for users in
maximizing their security and privacy on social networking sites. Ho et
al. (2009)found that users are not properly informed of the risks
associated with using social networking sites and applications, and that
the privacy settings provided by these sites are not flexible enough to
protect user data. Krasnova (2009) found that users' privacy concerns can
lead to reduced network activities and self-disclosure, which can

negatively impact network sustainability and business value. Schaik et
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al.(2018)found that users who do not regulate their information-sharing
on social networking sites face the highest perceived risk and dread, and
that users who take precautionary measures tend to have higher perceived
control and Internet experience. Overall, the papers suggest that users
who do not use the security and privacy settings in social networking
sites face potential risks to their privacy and security, and that network
providers may need to develop specific mechanisms to alleviate user
concerns and ensure network sustainability. Gupta & Dhami
(2015) emphasizes the need for an exploratory study into users'
behavioral intention to share information, as online interaction and
sharing of personal information on social networking sites has raised new
privacy concern. Foltz et al.(2016)found that attitude, subjective norm,
and perceived behavioral control predicted behavioral intention, which in

turn positively influenced behavior.

Awareness, trust and training are other factors may affect users to
change their privacy settings on social media. Kim & Ammeter (2014)
found that security function awareness and information security
awareness are important antecedents for intention to use security
functions. Shin (2010) proposed an SNS acceptance model that integrates
cognitive and affective attitudes, driven by underlying beliefs, perceived
security, perceived privacy, trust, attitude, and intention. Maitland
(2013) applied the Value-focused Thinking (VFT) methodology to
determine wusers' values and objectives, finding that privacy,
confidentiality, integrity of SNS, security controls, awareness campaigns,
corporate social responsibility, and personal responsibility are

fundamental values in maximizing user security and privacy
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conditions. Mousavi (2020) proposed a conceptual model that explains
SNS users' privacy protection behavior based on protection motivation
theory, finding that users' coping appraisals of the overall SNS assurance
mechanisms, along with their threat appraisals, positively relate to their
protection motivation. Increasing risk awareness and knowledge, as well
as addressing protection obstacles, can support users in protecting their
digital privacy Gerber (2020). Privacy concerns, perceived threat,
perceived anonymity, perceived intrusiveness, perceived severity, self-
efficacy, perceived vulnerability, and response efficacy (Suhaimi, 2020;
Fujs, 2019; Khatri, 2021; and Namara ,2021). Overall, users' awareness
of security and privacy issues, perceived threats, perceived anonymity
trust in SNS providers, and perceived effectiveness of security and
privacy measures are important factors in their use of security and
privacy settings in SNSs. The below table depict the research topics and

major factors contribute users to change their security and privacy

settings.
Table 3. Biometric overview of the selected papers
No Titles Factors References
1 Determinants of Privacy | Perceived severity, perceived | Siti Norlyana Suhaimi, Nur
Protection  Behavior  in | vulnerability,  self-efficacy, | Fadzilah  Othman, Raihana

Social Networking Site

response efficacy, perceived

anonymity and  Privacy

Protection Bevahior

Syahirah Syarulnaziah Anawar,
Zakiah Ayop, Cik Feresa Mohd
Foozy (2020)

Everybody wants some:
Collection and control of
personal information,
privacy concerns, and social

media use

Personal information, privacy,

privacy  paradox,  social

media, social media

enthusiasm, terms of service

Jason Anthony Cain and Iveta

Tmre(2022)







